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System evolution & continuous delivery
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Engineering Safe and Trustworthy ML systems





Artificial intelligence (AI) is not new… in fact, it has existed since 1950!
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Artificial Intelligence is being rapidly adopted in industry
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❑ Neural Networks are at the core of 
their perception system!

Deep learning is powering the autonomous driving revolution
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8

Example: The Apollo Autonomous Driving System

https://dl.acm.org/doi/pdf/10.1145/3368089.3417063

AI-based systems can often be very complex
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✓ Improved road safety
✓ Increase Productivity
✓ Increased accessibility
✓Reduce Costs?
✓Reduce Congestion?
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Currently these rides are still 
supervised!

Autonomous Driving Systems are expected to change mobility



Developing AI models and algorithms that are 
not only accurate, but also :

✓Explainable, 

✓Fair, 

✓Privacy-preserving, 

✓Causal, and 

✓Robust.
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Engineering Safe and Trustworthy 
AI systems requires



12https://portswigger.net/daily-swig/trojannet-a-simple-yet-effective-attack-on-machine-learning-models

ML models are vulnerable to carefully crafted perturbations (adversarial robustness)
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Moreover, they hardly generalize out-of-distribution.



100% RECOMMENDED: https://www.propublica.org/article/how-we-analyzed-the-compas-
recidivism-algorithm 
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FAMOUS CASES

Biases and discrimination
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Direct Leakage 

training
phase

inference phase 

Shokri et al, Comprehensive Privacy Analysis of Deep Learning: Passive and Active Whitebox, https://arxiv.org/abs/1812.00910

Indirect Leakage 

ML models can often leak sensitive data



Current state-of-the-art models are hard to interpret (i.e., black box)
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Input Output

Transparency and Interpretability challenges of AI models



Moreover, current popular explanation methods are 
unfortunately not reliable!

17https://medium.com/@beenkim/beyond-interpretability-4bf03bbd9394
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They often disagree!

ICSME’22

The disagreement problem makes it difficult to adopt post-
hoc explanations in practice!



❑We prove that the data points can be 
cherry-picked so that the attributions of 
sensitive features (e.g., gender, religion) 
are minimized, while remaining 
representative of the whole dataset!
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ICLR’23

…can be manipulated easily!
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The LLM revolution
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The LLM revolution
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AlphaCode

Code Llama 2 PanGu-Coder 2

Large Language Models (LLM) are increasingly being deployed to solve complex tasks!
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Coding assistants have become 
mainstream!

AI assistants can now generate 
complex scenes!



Agents are accelerating this trend

24



25
https://arxiv.org/abs/2409.02977

Agents are accelerating this trend



Agentic AI
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Engineering Safe and Trustworthy Agentic AI systems
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LLMs powering these agents are 
known to be untrustworthy!
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LLMs powering these agents are 
known to be untrustworthy!



They hallucinate... This can lead to privacy and security issues…

https://masterofcode.com/blog/hallucinations-in-llms-what-you-need-to-know-before-
integration
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Even more concerning: They are learning to deceive!
Alignment faking
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For several of the models (e.g., Llama3.2-90B and Qen-2-
VL-72B), the difference between the Task Completion rate 

over safe and harmful tasks is relatively quite small.

Agents are unable to set proper 
boundary and scope limitation.

Safety alignment transfers poorly to 
Agents!
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Harmful Content 
Generation

Jailbreak & Prompt 
Injection

Harmful Content 
Generation

Hallucination Privacy …

Safety alignment transfers poorly to 
Agents!
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May 2025
120 tasks, 25 systems, 

complex, real-world 
codebases.

June 2025
1,507 real vulnerabilities, 

188 real codebases

April 2025
50 CTFs 

Agents are also increasingly being used for 
cyberattacks!
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Source: https://www.cybergym.io/
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Increased emphasis on regulations recently



39Foundation models which are at the center of current global discourse on AI mostly do not comply!



AI technology developments and regulatory 
efforts are both essential!



P. Santhanam, https://arxiv.org/abs/2006.09529
41

Key artifacts in the  development of AI-empowered software systems



P. Santhanam, https://arxiv.org/abs/2006.09529
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Key artifacts in the  development of AI-empowered software systems



Preliminary 
preparation

Data 
Collection

Data 
Preprocessing

Model 
Implementation

Model 
Training

Model 
Evaluation

Model 
Tuning

Data 
postprocessing

Model 
Prediction

[4]Han et al., What do Programmers Discuss about Deep Learning Frameworks

[4]
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ML Development Phases 



Preliminary 
preparation

[5] ELI STEVENS, LUCA ANTIGA, AND THOMAS VIEHMANN Deep Learning With Pytorch p286

Environment Preparation

CPU, GPU management
Resolve Frameworks/libraries versions
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ML Development Phases 



Preliminary 
preparation

Data 
Collection

[4]Han et al., What do Programmers Discuss about Deep Learning Frameworks

Load File from Disk Call REST API Using Data Collector Functionalities
Provided by DL Frameworks
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ML Development Phases 



Preliminary 
preparation

Data 
Collection

Data 
Preprocessing

[4]Han et al., What do Programmers Discuss about Deep Learning Frameworks

- Shape
- Size
- Format
- Data Type
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ML Development Phases 



Preliminary 
preparation

Data 
Collection

Data 
Preprocessing

Model 
Implementation

[5] vikashraj luhaniwal., Analyzing different types of activation functions in neural networks — which one to prefer?

[5]

Activation Function Loss FunctionChoice of the architecture

(Hyper)parameters
▪ Learning rate
▪ Batch size

(Hyper)parameters Set Up

Optimizers
▪ Adam
▪ Momentum
▪ RMSProp

Model Optimizers
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ML Development Phases 



Preliminary 
preparation

Data 
Collection

Data 
Preprocessing

Model 
Implementation

Model 
Training

[6]Adarsh Menon., Neural Networks from Scratch in Python

[6]
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ML Development Phases 



Preliminary 
preparation

Data 
Collection

Data 
Preprocessing

Model 
Implementation

Model 
Training

Model 
Evaluation

[4]Han et al., What do Programmers Discuss about Deep Learning Frameworks
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ML Development Phases 



Preliminary 
preparation

Data 
Collection

Data 
Preprocessing

Model 
Implementation

Model 
Training

Model 
Evaluation

Model 
Tuning

[7] David Morán, Hyperparameters Optimization

[7]

50

ML Development Phases 



Preliminary 
preparation

Data 
Collection

Data 
Preprocessing

Model 
Implementation

Model 
Training

Model 
Evaluation

Model 
Tuning

Data 
postprocessing

[4]Han et al., What do Programmers Discuss about Deep Learning Frameworks
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ML Development Phases 



Preliminary 
preparation

Data 
Collection

Data 
Preprocessing

Model 
Implementation

Model 
Training

Model 
Evaluation

Model 
Tuning

Data 
postprocessing

Model 
Prediction

[4]Han et al., What do Programmers Discuss about Deep Learning Frameworks

New data

Prediction
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ML Development Phases 



They often fail…
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M
od

el
 Is

su
es

not enough learning 
capacity

non-optimal 
regularization

correct

incorrect feature 
extraction

incorrect gradient 
computation

… 

Implementation Issues

correct

…
 

Attacker poisons training dataset 
(e.g., poison labels) to fool the 
learning system in learning the 
wrong model 

Attacker can plant a 
backdoor

Attacker exploit coding 
vulnerabilities

Attacker selectively 
shows learner training 
data points (even with 
correct labels) to fool the 
learning system in 
learning the wrong 
model 

Expanded source of issues for ML-based systems



Common sentiment among practitioners

• 80-90% of time is spent debugging and tuning.

• 10-20% is spent on figuring the mathematics and implementing the code for 
training.
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Finding bugs in ML programs is hard



Most ML bugs are invisible

56

Labels out of order!

Full Stack Deep Learning, UC Berkeley, 2021

Why is finding bugs in ML programs hard?
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Models can be very sensitive to small differences in hyperparameters!

He, Kaiming et al. “Delving Deep into Rectifiers: Surpassing Human-Level 
Performance on ImageNet Classification.” 2015 IEEE International 
Conference on Computer Vision (ICCV) (2015): 1026-1034.

Andrej Karpathy, CS231n  course notes

Why is finding bugs in ML programs hard?
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 is a bug:
◦ Incompatibility between softmax as output activation 

and binary_crossentropy as loss function

 and  are design issues:
◦ Decreasing filters count: 224 > 55 > 13

◦ Decreasing filtering spatial size: (11, 11) > (5, 5) > (3, 3)

◦ Both represent poor structural choices

◦ Violating design patterns of effective and optimal CNN 
architectures

◦ Leading to bad performance

◦ Low accuracy

◦ Long training time

Example of Bugs and  Design Issues in a CNN
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TOSEM’21

NeuraLint : A linter for DL programs

✓ Capture defects early, so saves rework cost.

✓ Less expensive, because it doesn’t require 
execution.

✓ Find defects in seconds.

✓ …

NeuraLint is fast and effective!

✓ It achieves an accuracy of 91.7 % .

✓ It correctly reported 18 additional bugs that were 
not found by developers.

✓ The average execution time of NeuraLint for the 
studied TensorFlow and Keras based programs are 
2.892 and 3.197 seconds, respectively.

Try it out!
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A meta-model of DL programs Taxonomy of common DL faults

Gunel Jahangirova, Nargiz Humbatova, Gabriele Bavota, Vincenzo Riccio, Andrea Stocco, and Paolo Tonella. 2019. Taxonomy of Real Faults in Deep 

Learning Systems. arXiv preprint arXiv:1910.11015

NeuraLint has two pillars
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Graph transformation
Rules  

Potential issues

Program

Original program

Model Extraction

Model

Run

List of detected Issues

NeuraLint: Execution Flow
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18 Real-world DL programs 
with reported bugs

✓ In total, 22 out of 24 bugs are detected correctly by NeuraLint (91.7 %). Moreover, NeuraLint correctly
reported 18 additional bugs that were not found by developers.

✓ The average execution time of NeuraLint for the studied TensorFlow and Keras based programs are 2.892 and 
3.197 seconds respectively, it is therefore quite efficient!

Evaluation of NeuraLint



TheDeepChecker outperforms AWS SMD

✓ DL coding bugs and misconfigurations  are detected 
with (precision, recall), respectively, equal to (90%, 
96.4%) and (77%, 83.3%).

✓ Finds 30% more defects than AWS SageMaker.
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TOSEM’22

TheDeepChecker : Dynamic testing of DL programs

✓ Capture defects during the training process.

✓ Less expensive than testing the resulting model.

✓ Some overhead on the training process.

…

Try it out!



P. Santhanam, https://arxiv.org/abs/2006.09529
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Key artifacts in the  development of AI-empowered software systems
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Automated Quality Control and Model 
Monitoring Tools are essential!



Testing DNN in simulation Using the DNN on the real 
robot

ASE’24



1. Photorealistic virtual 
environment set-up

2. DNN training on 
synthetic data

3. Search based test 
generation

4. Original DNN 
repair

5. DNN fine tunning on  
real world data

Manipulator Robot Testing and Enhancement in Simulation (MARTENS)



Use case 1 (UC1) Use case 2 (UC2)

Kinova Link 6 with suction gripper Kinova Link 6 with parallel gripper

Manipulators with suction and parallel grippers tested



Characterization of the ODD

❑ Identification of non-repaired test case examples, definition of operation conditions



✓ Similar to the effect that 
AlphaFold is having on 
scientific discoveries.

✓ AI has the potential to 
support software 
engineering research. 
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AI as Software Engineer 
Copilot



71
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